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Problem Statement

Additional devices, like Electronic Logging Devices (ELDs),
are installed on the J1939 control network of trucks.

Provides Internet connections to heavy vehciles
May not be secure
Trucks use J1939 for safety critical systems (i.e. brakes).

Need a method to protect heavy vehicles while complying
with the Federal Mandate.
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Proposed Solution

Pull SILENT High if too many CAN errors on ELD side.

Use two transceivers back to

back without connecting the g emiMCAR S
received ELD connection to the n o v

transmitted J1939 connection. =

Physically isolates the 11939 &D
network from the ELD w0 s

No software control 8 ANL_
Not hackable — T Vs

11939 RX MCP2558 =
GND

CAN Transceivers for One Way Communication

There is no physical path for the ELD Connection to write to the J1939 Connection.
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Supporting Functionality

Some elements are not broadcast without requests
Need independent logic to ask for required ELD parameters like

VIN, hours, etc bl S Independent Requester
7 14 . VIO VDDA (5V)
4 ®_ vpp U7
gzuF CANH ‘3‘ CANH_J1939 RXD REQ :8 PAO (ADCO/DI/SDA/PCINTO)
‘ ” CANL CANL J1939 TXD REQ— 2= PAL (ADCL/DO/PCINTI)
— <& ITx(RTS I~ UART EN REQ|— ¢ PA2(ADC2/INTI/USCK/SCL/PCINT2)
GND 25— ITXIRTS RxD 5] RED_LED REQ{— 5= PA3 (AREF/PCINT3)
<75 ITx2RTS RxCAN GRN LED REQF—= PA4(ADC3/ICPO/PCINT4)
> 'RxIBF 0 <5™1 PAS (ADC4/AIN2/PCINTS)
<15~ !RxOBF TxCAN 5] 5™ PAG (ADCS/AINO/PCINTG)
¢ GND TxD CAN-INT REQF—= PA7 (ADC6/AIN1/PCINT7)
Vss
— IS <»:g—cs REQ MOSI_REQ ;g PBO (MOSI/DI/SDA/OCTA/PCINTS)
GND SO 3 MISO REQ MISO REQ|—=p= PBI (MISO/DO/OC1A/PCINT9)
ST 43— MOSI_REQ SCK_REQ[—5%1 PB2 (SCK/USCK/SCL/OCIB/PCINT10)
SCK <————{SCK REQ CS_REQ[—%w PB3 (OCIB/PCINTI1)
Integrated CAN Tranceiver CLOCK =% PB4 (ADC7/OCID/CLKIXTALI/PCINT12)
5V0 and Controller <= PB5 (ADC8/OC1D/CLKO/XTAL2/PCINTI3)
18 13 . <<= PB6 (ADCY/INTO/TO/PCINT14)
'RESET IINT p—5——]CAN-INT REQ T D 8
ﬁ STRY CLEOUT éh_x 'RESET_REQ}—=+ PB7 (ADCI10/RESET/PCINTI5) )
= r Oscl Osc2 pb—< Ij GND vee ?3
GND CLOCK  MCP25625 57— AGND AVCC
R15 i . R16 DAP —L 12
VO 47K I 'RESET_REQ CS_REQ 17k —  ATtiny861-15MAZ 0.1uF
Cl — GND .
. S60pT GND Sends J1939 request messages for VIN and hours. GED
J1939 Connection I_
GND

4/6/2018

CAN Data Diode Project




Error Frame Detection

5V0 U3 5V0
| 3) VIO VDDA (5V) 27 T
—Lcs VDD
0.1uF CANH =5——]CANH ELD
) ” CANL =———CANL ELD
—— h ITxORTS 28
S 4—— ITXIRTS RxD
GND X—]T ITXx2RTS RxCAN <»E
h IRx1BF 20
—= IRxOBF TxCAN
;g GND TxD 2]
Vss 17
— ICS < CS_ELD
GRD SO Bz MISO_ELD
ST rer7—{MOSI ELD
SCK ~———{SCK _ELD
Integrated CAN Tranceiver
5V0 and Controller
L>I§ IRESET IINT ;3 ELD-INT
> STBY CLKOUT p——CLOCK
— Oscl Osc2
GND MCP25625 v
| ’D* 3
—_—9 2 4 16MHz =C10
18pF 18pF
= _L_ =
GND GND GND

Clock generation for all modules.

uUo

PAO (ADCO/DI/SDA/PCINTO)

PA1 (ADC1/DO/PCINTI)

PA2 (ADC2/INT1/USCK/SCL/PCINT2)
PA3 (AREF/PCINT3)

PA4 (ADC3/ICPO/PCINT4)

PAS5 (ADC4/AIN2/PCINTS)

PAG6 (ADC5/AINO/PCINTG)

PA7 (ADCG6/AIN1/PCINT7)

PBO (MOSI/DI/SDA/OC1A/PCINTS)

PB1 (MISO/DO/OC1A/PCINT9)

PB2 (SCK/USCK/SCL/OCIB/PCINTI10)

PB3 (OC1B/PCINTI11)

PB4 (ADC7/OC1D/CLKI/XTAL1/PCINTI12)

PB5 (ADC8/OC1D/CLKO/XTAL2/PCINT13)
PB6 (ADC9/INTO/TO/PCINT14)

PB7 (ADCI10/RESET/PCINT135)

GND VvCC

AGND AVCC

DAP

RXD ELD —:3
TXD_ELDF—%
UART EN ELD s
RED_TED ELD|—3e
GRN_LED_ELDf—
SILENT TS
by
ELD-INT }—<M>
MOSI_ELD —;g
MISO _ELD —
SCK _ELD "
CS ELD s
CLOCK |—=
CS_ELD 5V0 %%D
8
R2 RS!RESETJELD }—
4.7k 4
4.7k n
21
GT;ID 'RESET ELD =
GND

ATtiny861-15MAZ

ELD Side CAN Controller and Transceiver

Used to Acknowledge ELD

Connection CAN Frames.

—_—C8
0.1uF
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Provide
functionality to
turn off the diode
if the ELD sees
CAN frame errors.

Enable Auto baud
detection
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Prototype Design

= Circular section

: =« Power
0] 2 ook Pt | A | - Transcelvers (as
0|:z><15 e[S s the Diode)
o e Tr @ e o ' = Requester

« ELD Responder

= Tabs
« Programming

Dots are

Ao, = = UART Connection

=« LED Feedback
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Prototype Hardware

= Produced by EMS Cable in
Lincoln, AR.
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Functional Testing

= Test 1: The Smoke Test.
When the new device is plugged in, does the power circuit work?

UDLT
TEST

e LEnns—l

+5027Vm

lmumumnmnmnmumumumumumnmnmnq
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Functional Testing (cont.)

Test 2: Clock Generation

Does the Oscillator Circuit produce +1BE U- | ‘n 1EI]|] i ’ —
16MHZz? . —

Check the top of C9 or U3: pin 9

Am1 U 100ns ng Al _Probe 10:1
SAVE... | RECALL... | PRINT | VIEW...
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Functional Testing (cont.)

Test 3: Do the other processors
have 16Mhz?

Test the following pins: """"""" itieny,
U6:5 (ATTiny) [
U7:5 (ATTiny) . - THEER AR
U5:9 (MCP25265) : -

we have 2MHzpresen: NRANEN . | |

Need to change prescaler in the
CAN controller (U3) register. DI
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Programming the ATTiny

MCP2515

= To affect frequency, we need to
send commands. 82  CLKOUT Pin

The CLKOUT pin is provided to the system designer for

use as the main system clock or as a clock input for

| TO Se n d CO m m a n d S We n eed to other devices in the system. The CLKOUT has an inter-
4 nal prescaler which can divide Fogc by 1, 2, 4 and 8.

p rog ra m the A'I_I'i ny The CLKOUT function is enabled and the prescaler is

selected Vi&)l the CANCNTRL register (see
. Register 10-1).

= To program the ATTiny, we

need a programmer.

Note:  The maximum frequency on CLKOUT is
specified as 25 MHz (See Table 13-5)

The CLKOUT pin will be active upon system reset and
default to the slowest speed (divide by 8) so that it can
be used as the MCU clock.

ICSP2 5V0 MR == _ _
AR~ When Sleep mode is requested, the MCP2515 will
MOST _ELD 1 2 E: drive sixteen additional clock cycles on the CLKOUT
SCK_ELD 3 4 ——{MISO_ELD ==+l pin before entering Sleep mode. The idle state of the
'RESET_ELD > 6™ “ Sl CLKOUT pin in Sleep mode is low. When the CLKOUT
Header 3X2 — S5 function is disabled (CANCNTRL.CLKEN = ‘0’) the

GND

CLKOUT pin is in a high-impedance state.

4 The CLKOUT function is designed to ensure that

W thelkouT and o kout timings are preserved when the
CLKOUT pin function is enabled, disabled or the
prescaler value is changed.
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Making an In-System
Programmer (ISP)

Software to make an ISP An ISP with an Arduino Pro Mini

&9 ArduinolSP | Arduino 1.8.2 - m] X
File Edit Sketch Tools Help

ArduinolSP

1

I/f' ArduinoIsF

// Copyright (c) 2008-2011 Randall Bohn

// If you reguire a license, see

/f http://www.opensource.org/licenses/bsd-license.php
/

// This sketch turns the Arduinc into a AVRISP

[V BET- RV R (S ]

&)

7 // using the following arduinoc pins:

8//

9 // Pin 10 is used to reset the target microcontroller.

10 //

11 // By default, the hardware SPI pins MIS0O, MOST and SCE pins are used

12 // to communicate with the target. On all Arduinos, these pins can be found
13 // on the ICSP/SPI header:

14 //

15// MISC °. . 5V (!) Avoid this pin on Due, Zero...

le // SCE . . MOSI

17.// . . GND

12/ w7
€ >

v, 18 MHz) an COM25
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Uploading a Program

Blinking LEDs

= Goal: write some basic code to i
ensure the programming process
Works.

= Result: Blinking LEDs!

= Next Steps:

Write a small SPI transfer function

Send the MCP CAN Controller
commands to change the clockout
prescaler.
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Arduino Bit-Bang SPI

= Bit-bang with Ardunio digitalWrite and
digitalRead: 13.26 ms for four bytes.

= Bitbank with direct port manipulation:
0.855 ms for four bytes.

After power up, there is a
RESET command (1 byte)
followed by setting the Clock
Pre-scaler Register (4 bytes)
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Clock out at 16MHz

Tested CLOCK circuit Test #3 Passed!

READINGS | mznmm;l RERDING 2 WAUEFORM
= LT opTioNS O
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Test 4: Data Diode Function

Does CAN Data from J1939 show
up on the ELD side?

Does the device prevent CAN
messages on the ELD side from
being transmitted to the J1939 bus?

Use BeagleBone Black with

TruckCape for tests (2 channel)

Transmit messages using Linux
SocketCAN “cangen”

Look for messages using “candump”

Use the J1939 CAN2 (Pins H and J
on the 9-pin connector) as the ELD.
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J1939 Connector

,‘.

DG Technologies Product Pinouts and Industry Connectors
Reference Guide

9-Pin Deutsch — Freightliner Cascadia (H,J Used for Dual CAN)

5

Value

Ground

+12V

CAN/J1939 Hi

CAN/J1939 Lo

CAN/J1939 Shield

J1708/J1587 Hi

J1708/J1587 Lo

CAN 2 Hi

o|x|o|m|m|lo|o|wm|>|o

CAN2 Lo

https://www.dgtech.com/wp-content/uploads/2016/04/Pinouts_ICR.pdf
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Data Diode Test

31939 Side (CAN1) > > > > > ELD Side (CANO)

192.168.15.24 - PuTTY — O X

192.168.15.24 - PuTTY — O X

U1 ELD Connection Eve ry \
Voo oo e candump Message on
SILENT \]1939 (CANl)

kx> EP is passed

MCP255E = over to the

)

el

B

ELD (CANO).

=]

J1939 Connection

wWoCh G kg b
1
H=CRY R Y

VIO CANH (= CANH_T1039

VDD CANL CANL_J1939 Cangen

SILENT

5
5

oo b

]

Oy CO O 0O 0O 0 O O 0 0 O B Ja O CX

1 TXD VSs
RXD EP

GND

71939 RX MCP2558
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Data Diode Test

ELD Side (CANO) > >->-> > 11939 Side (CAN1)

i 192.168.15.24 - PuTTY N

L= e i}

Ei &1}

{6 5 Y =Y

e

e e

[}

Ul ELD Connection

T e Y Y R N

VIO CANH — CANH_ELD

VDD CANL CANL_ELD Cangen

SILENT

wWoCh kg H
1
[

LN otn =

TXD VSS
1 RXD EP

MCP2558

No messages
on the ELD
(CANQ) are
passed to
J1939 (CANL1)

VIO CANH
VDD CANL

SILENT

1 TXD VSs
RXD EP

— W |

71939 RX MCP2558 —
GND
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Diode Functionality Works!

E-

"
.

-~ N -
\'
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Switch ELD TX mode On/Off

Turn on and off the ELD
Transceiver with the manual
switch.

Program the ATTiny to set the
SILENT pin to the Switch
Reading.

iy ELD
UART EN ELD :

SPST Switch 1
sic Breakout - GI*TJD
ial ) .

BT Enabie Mode Switch
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PAD (ADCODISDA/PCINTO)
PA1 (ADC1/DO/PCINTI)
PA? (ADCY/INT1/USCK/SCLPCINT?)
PA3 (AREF/PCINT3)
PA4 (ADC3/ICPO/PCINTA)
DPAS (ADC4/AIN2/PCINTS)
PAG (ADCS/AINOPCINTE)
PAT (ADCE/AINL/PCINTT)

= PBO (MOSLDISDAOCIAPCINTE)

PB1 (MISODOOCIAPCINTD

PB2 (SCRUSCE/SCL/OCIB/PCINTIO)

PB3 (OC1B/PCINTII)

PB4 (ADCT/OCIDVCLETI/XTALL/PCINTLL)
PBS (ADCE/OCIDVCLEO/ETAL 2/PCINT13)
PB6 (ADCYTINTO/TOPCINTIAL)

2 PB7 (ADC10/RESET/PCINTI1S)

GND VCC
AGHND ANVCC
DAP

ATtmy861-15MAZF

ELD Side CAN Controller and Transceiver

CAN Data Diode Proj

ect
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SWITCH ON =
No ELD TX

N _ SWITCH OFF
35 50 20 £E 3 = Data to ELD
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Test #5: Use SILENT mode on
ELD CAN Transceiver

Uses the same setup for test 4 with “cangen
canl” producing messages on J1939. Those
messages will always show up on canl and only
on can0 (ELD) when the switch is closed.
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Next Steps

Program the AVRs for their
purpose

Autobaud

Requester

Error Detector (with hysteresis)
Stress Test

High Voltage Input

High bitrates and bus load

Check Analog Wave Form of
CAN Signals

4/6/2018
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Set proper bit timing
Measure current draw

Check for Acknowledgement
bits on TXD pin of U3

Program Halting of Requests on
Command

Document all the default
register values
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